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4,281,795,808

The number of records exposed in 2016.

$1 billion

The amount of money paid to ransomware in 2016.

he amount of phishing emails containing a form of ransomware in Q3.

123456

The most commonly used password of 2016.

$101.6 billion

The amount of revenue expected from security-related spending by 2020.




Current approach
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COMMISSIONER’S OPERATIONAL PRIORITIES 2017

The Commissioner's Operational Priorities 2017 set out the key operational
areas which the Force will accord priority to during the year. They are a
continuation of the seven priorities identified last year with minor refinements.
to reflect cur current operating environment and key challenges in the year
ahead.

The successful implementation of these priorities wil ensure that Hong Kong
remains a safe and stable society. /
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Commissioner’s Operational Priorities 2016
The Commissioner’s Operational Priorties 2016 set out the key operational arex to
which the Force wil accord pricrity during the year. They are 8 contiruation of the
seven pricrities identified ast year with minor refinements.
The succesfil implementation of these priorites will ensure that Hong Kong
remains a safe and. stable society.

Commissioner’s Operational Priorities 2012 - 2017




Crime Trend

Overall Crime
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Cyber Security Incidents

Mews » UK » Home News

NHS trust hit by cyber attack cancels
operations and asks patients not to
come to hospital 'unless it is essential’

NHS Lanarkshire warns patients they could be sent away as attack continues

zzie Dearden H

OO

One of the First Commercial Bank branches in Taiwan where the ATMs were attacked by hackers. Photo: Facebook

HK banks strengthen ATM security after
Taiwan cyber heist
45 people like this. Be the first of your

friends.

Local banks have stepped up the security of their automated teller machines following a daring
cyber heist in Taiwan last week in which hackers were able to steal more than NT$70 million
(US$2.17 million) from dozens of ATMs on the island, the Hong Kong Economic Journal reports.




Cyber Security Incidents

Two Hong Kong travel agencies apologise as hackers
demand payment for stolen customer data

They are the second and third agencies to fall victim to such cyberattacks this week, on
the back of a similar case last November

PUBLISHED : Thursday, 04 January, 2018, 10:17am
UPDATED : Thursday, 04 January, 2018, 9:58pm

Man, 30, held over hacking attacks on two Hong Kong
travel agencies

Officers raid IT worker’s flat on Cheung Chau and also seize two desktop computers,
two laptops, one tablet, three hard disks and five mobile phones

PUBLISHED : Monday, 08 January, 2018, 2:54pm
UPDATED : Monday, 08 January, 2018, 10:32pm




Cyber Threats
Common types of Cyber Attack
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Email Scam
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CEO Email

Scam

CEO Email Scam

CEOQO’s email account was hacked

Hacker purported to be the CEO

Pwew - [RE- @ X i L
1 Request from CEO
Subject: Immediate Wire Transfer

Raply Fareard

Ta: Chief Financial Officar

& High Importance

Flease process a wire transfar paymeant in tha
amount of 3250,000 and code to "admin expenses”
by COB foday. Wiring instruclions below...

Requested the CFO to make a fund transfer

x e, Meeting S :'Q Junk *
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Delete Reply Reply Forward = Attachment Move tf)
All —t

To: Smith, Christopher (CFO u_com)
From: Johnson, Thomas (ceo a-com)
Date: April 29

Subject: Time-sensitive transfer of funds

5-. Ib

Rules * Read/Unread Categorize Follow

Up

Chris, I'm in China but need your quick action on this. We're building our industry
relationships here and Goéngjiang Company requesting a transfer of funds on a
time-sensitive acquisition. The lawyers will be in touch. Get this done today. Tom



Cyber Threats
Common types of Cyber Attack

Malware/ Ransomware



Ransomware

Cryptolocker 2.0

Your personal files are encrypted

Info

[Your important files were encrypted on this computer: photos,
\videos, documerts , etc. You can verify this by cick on see files
landl try to open them.

Encryption was produced using unique public key RSA-4096
(generated for this computer. To decrypt files, you need to obtain
private key

The single copy of the private key, which will alow youto decrypt
Ihe files, is located on a secret server on the Internet; the server
‘will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore
files.
Your files will be lost :
without payment on: To retrieve the private key, you needto pay 0.5 bitcoins.

(Click proceed to payment to obtain private key.

11/24/2013 3:16:34 PM

|Any attempt to remove or damage this software will lead
ito immediate private key destruction by server.

- ezl pymen)
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CERBER DECRYPTOR

Your documents, photos, databases and
other important files have been encrypted!

To decrypt your files you need to buy the special software — «Cerber
Decryptor»

All transactions should be performed via @bitcoin network only.

Within 7 days you can purchase this product at a special price: B1.24 (=

The spacial price is avaiiable:

06 . 23:59:37

How to get «Cerber Decryptor»?

1. Create a Bitcoin Wallet (we recommend Blockchair

2. Buy necessary amount of Bitcoins

Cerber

# Wana DecryptOr 20

Payment will be raised on

1/4/1970 01:00:00

Time Left

Your files will be lost on
1/8/1970 01:00:00

Time Left

Contact Us

Ooops, your files have been encrypted!

‘What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt

But if you want to decrypt all your files, you need to pay.

'You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>
And send the correct amount to the address specified in this window.

ur payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $600 worth of bitcoin to this address.

prictentitdd [13AMAVW2dhxYgXeQepoHkHSQuySNgaEbSd

Check Payment

WannaCry

What happened to your files?

Al of your files were protected by a strong encryption with RSAL0%
More information about the encryption keys using RSA409 can be found here:hftps.//en wikipedia.org/wikiRSA_(cryplasystem)

How did this happen?

I Specially for your PC was generated persanal RSA4096 Key both public and private.
AL YOUR FILES were encrypted vith the public key which has been transferred fo your computer via the Intemet.
11 Decrypting of your fles s only passible with the help of the private key and decrypt program which is on our Secret Sever

Whatdoldo?

So there are twe ways you can choose:wat for a miracle and get your price doubled,or start abtaining BITCOIN NOW! and restare your
data easy way If You heve really valuable data,you better not waste your time,because there is no other way to get your fles except

make a payment.

NOT YOUR LANGUAGE? USE https:/franslate.google.com

Your personal id

CryptXXX V3.0

’—'

Please, ser t $23 worth of Bit

12viQqniiDvZdzYrnd URupmejsuSpY
| made 2 payment, now give me back my fles! (

¥




Preventive Measures




Preventive Measures

Suspicious Attachment

1. summary.exe, quotation.rar, payment.js

2. summary.doc, quotation.xlsx, statement.ppt




Preventive Measures

Disable Macros

Trust Center

Trusted Publishers
Trusted Locations
Add-ins

ActiveX Settings

[ Macro Settings
Message Bar

Privacy Options

Macro Settings

For macros in documents not in a trusted location:
) Disable all macros without notification

@ :Disable all macros with notification:

Disable all macros except digitally signed macros

1 Enable all macros (not recommended; potentially dangerous code can run)

Developer Macro Settings

"] Trust access to the VBA project object model




Mitigation

»Unplug the power
» Disconnect the infected terminal from network

»Remove external storage devices from infected
terminal

» Retain sample for analysis




Preventive Measures

Regular Backup

» Offsite backup

» Online backup




Preventive Measures

Management Solution

> Access Control s
V'-

. p. S
» Device Management

» Awareness of Staff

» Incident Response Mechanism




Prevention and Engagement Strategies

* Anti-Botnet Operation
— https://www.cybersecuritycampaign.com.hk/
— Objective is to build a Botnet free city

CYBER SECURITY
CAMPAIGN

www police.govhk
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Thank You



