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Cyber Security Situation 2016 Review



Commissioner’s Operational Priorities 2012 - 2017

Current approach



Crime Trend

Overall Crime Technology Crime

Year Loss (Million)

2011 148.5

2012 340.4

2013 916.9

2014 1,200.6

2015 1,828.9

2016 2,300.8
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Cyber Security Incidents



Cyber Security Incidents



Common types of Cyber Attack

Cyber Threats

Phishing Email/ Website



Email Scam

Company A Company B



CEO Email Scam

假CEO電郵騙案騙款1000萬美元

警方在2015年接獲「CEO電郵騙案」，較2014年增加2.5倍，金額亦由2014年
的3100萬急增至去年的2.21億。騙徒主要針對跨國大企業，入侵CEO電郵，
仔細研究其電郵信件，了解公司生意，待適當時機以CEO的電郵發信予該公
司的首席財務官，要求匯款至客戶戶口。

CEO Email Scam

CEO’s email account was hacked 

Hacker purported to be the CEO

Requested the CFO to make a fund transfer 



Common types of Cyber Attack

Cyber Threats

Malware/ Ransomware



Ransomware

CryptoLocker

Locky

Jigsaw

CryptXXX V3.0

WannaCry

Cerber



Preventive Measures



Suspicious Attachment

1. summary.exe, quotation.rar, payment.js

2. summary.doc, quotation.xlsx, statement.ppt

Preventive Measures



Disable Macros

Preventive Measures



Mitigation

Unplug the power 

Disconnect the infected terminal from network

Remove external storage devices from infected 

terminal

Retain sample for analysis



 Offsite backup

 Online backup

Regular Backup

Preventive Measures



Management Solution

Access Control

Device Management

Awareness of Staff

Incident Response Mechanism 

Preventive Measures



• Anti-Botnet Operation

– https://www.cybersecuritycampaign.com.hk/

– Objective is to build a Botnet free city

Prevention and Engagement Strategies



Thank You


