FEINE
Cover Story

tI7EREAEFRRE

Personal data security
must be taken seriously
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The travel industry must safeguard customers’ personal
data to demonstrate good corporate governance, thereby

building up a credible reputation and earning trust from

customers.

BN B FIF, BB 5 N2 The office of the Privacy Commissioner for Personal Data (PCPD)
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ith a vast amount of customers’ personal data collected
and retained in their daily operation, travel agents must
strive to prevent data breaches or, should there be such

breaches, minimise the impact in order to avoid damage to reputa-
tion and customer defection.

Security of personal data

Organisations as data users should take all practicable steps to
ensure that customers’ personal data is protected against unauthor-
ised or accidental access, processing, erasure, loss or use, or they
may contravene the Data Security Principle (one of the six Data Pro-
tection Principles) under the Personal Data (Privacy) Ordinance.

In addition, if organisations engage data processors, wheth-
er within or outside Hong Kong, to process personal data on their
behalf, the organisations must adopt contractual or other means
to prevent unauthorised or accidental access, processing, era-
sure, loss or use of the data transferred to the data processors for
processing.

The essence of the Data Security Principle is whether an organ-
isation has taken “all practicable steps” to ensure the security of per-
sonal data. Therefore, a data breach incident does not necessarily
equate to this Data Protection Principle having been contravened by
the data user. The PCPD will evaluate from various aspects to con-
sider whether an organisation has taken all practicable steps, includ-
ing:

» Organisational preventive measures, such as consistency of appli-
cation of personal data privacy protection in corporate governance
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(covering business practices, operational procedures, policies, train-
ing, etc), comprehensive review and monitoring procedures, as well
as open and transparent data policies and practices, etc.

Technical security measures, such as implementation of security
measures on information systems and network infrastructure facili-
ties; regular review of policies and procedures of security systems,
and security measures and procedures on system access, data
transfer and storage; as well as implementation of widely accepted
international standards and technology, etc.

Mitigating steps after data breaches, i.e. how to respond to the
data breach incidents, including remedial measures, ways to notify
data subjects affected and preventive measures, etc.

In the event of a data breach, the organisation is strongly ad-
vised to give data breach notifications (DBNs) as early as possible,
so that the PCPD can join hands with the organisation to minimise
potential adverse impact caused by the incident, and to look for im-
provements to prevent further breaches. The PCPD has issued the
“Guidance on Data Breach Handling and the Giving of Breach Notifica-
tion”, which recommends the following four-step action plan for handling
data breaches:

Collecting information immediately: e.g. when and where did the
breach take place? What was the cause? What kind and extent of
personal data was involved? How many data subjects were affect-
ed?

Contacting the interested parties and adopting containment
measures: interested parties may include law enforcement agen-
cies, relevant regulators (e.g. the Privacy Commissioner), Internet
companies and IT experts; and containment measures may in-
clude stopping the relevant system, changing users’ passwords
and system configurations, remedying the system loopholes,
keeping evidence of the data breach to facilitate investigation,
etc.

Assessing the harm: e.g. threat to personal safety, identity theft,
financial loss, etc.

Considering giving notification: notifying the affected data subjects
and the relevant parties.

Organisations of the trade are encouraged to adopt their own
privacy management programme to embrace personal data privacy
protection as part of their corporate governance responsibilities, and
implement it by a top-down approach, marking a shift from compliance
to accountability, in order to win the trust and recognition from their em-
ployees and customers.

For more information, please visit the PCPD website (www.PCPD.
org.hk). To assist the small- and medium-sized enterprises (SMEs) in en-
hancing personal data protection, the PCPD has launched a dedicated
hotline (2110-1155) and email (sme@pcpd.org.hk) service providing
convenient and effective channels for SMEs to raise enquiries. if
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